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(3) Figure 1-1 the of (atthe p fence and facility
entrance door), delay (fence, exterior door, interior door), and response time to an
adversary’s sequence of actions. This figure was originally developed by Mary Lynn Garcia
of Sandia National Laboratories and uses a thief (that is, a criminal) as the DBT to illustrate
the time required for delay. Utilities should develop their own time sequence as part of their
vulnerability assessment process.
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Time Estimate
TascTime  Cumulabve Time Adversary
Task__(minutes) {minutes) Task Descripton Response
1 01 Climb over fence st Alarm T
2 03 04 Run 250 feet (76 m)
3 08 12 Foroe door 20 Alam Effectve
4 04 16 Walk 150 feet (48 m) response
5 02 18 Cut door lock tine
|| 6 01 19 Walk o asset Response Force Arrives
7 02 21 Disable asset Stop Adversary X
' | 1y 8 09 30 Escape
30 Total Time
FIGURE 1-1

Concept of Delay Calculation (adapted from Garcia, 2001)
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International Interests
National Interests Electrical System Source } ;
PSIM Corporate Head Office Power Distribution System Cost per Mile Analysis
VMS Platforms Regional Interests Power System Redundancy Operational Costs _
Site Remote Device Power TCO for ten year analysis -
— Fence and Gate Systems Fixed Capital versus Ongoing Costs

Monitoring Centers

— Intrusion, ACS, and

Surveillance
— Communication Infrastructure
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Security Layers
Perimeter Sensors

Barriers , POD/FAR/NAR

Seismic, Radiological, Biohazard Climate

Sensqrs Terrain constrains

Surveillance and Access Control Architecture. Continuity of Production

. Maximising Revenue
The integrity of the Assets Facility/Site/Area/Community
The reliable supply of energy Security of Personnel
The health of the workers Community Affairs
The health of the public Reputation
The respect for the environment Debt Repayment
Share Price
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THE PFERFORMANCE CONTEXT

Source: PRISM™



Strategy & Planning

Why is a security risk
management plan
Important, how it will
be written and for
what audience and
how it will be
updated and kept
current.
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Assessment

How to assess the
nature and extent of
security risk to
identified critical
Assets within a site,
what mitigation
strategies are
required and why.

Design

How mitigation
strategies can be
developed to achieve
security specific
outcomes that meet
protection objectives
and cost constraints.

>

Implementation &
Review

How to ensure that
agreed design is
implemented on time
and in budget; tested
for effectiveness and
monitored.




Phase A:

Strategy & Planning
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Phase B:

Assessment

B. Ntdkoupng

;
8
<
2
o

B1.1
A=set Ranking

B1.?
Critical Point Identificaton

Bz
Threat Source
dentification & Ranking

Bz.2
Threat Sownce Charactaristics

B3.1
Scerario Crtical Point Pairs
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Threat Scenano Selection

B3z
Risk Scenario Consequences
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B4.2
Performance-based
‘Wulnerability A=sessment
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‘iulnerability to Risk Scenanos

B7.1
Creating Protection Objectives

BE.1
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Risk Calculation
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Phase C
Design

Stzkeholder Security
Requiremeants




Phase D: _ _
Implementation & Review

D. Implamentation & Review
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